
Change Auditing and Policy Compliance for the Secure Enterprise
Understanding user and administrator activity is at the heart of a secure and well-managed 

infrastructure.. But historically, knowing what users do with the access they have to critical 

network resources has been a challenge to IT organizations. Heterogeneous storage requirements, 

reasonable assurance, managing change, knowing when violations occur and meeting the 

reporting needs of various information sources further complicate your environment.

InTrust from Quest Software is the only solution in the market that addresses all of these concerns 

in heterogeneous environments.

With InTrust you can:
Securely Collect Your Event Data: InTrust ensures the integrity and security of log files by 

preventing user tampering and reducing chances of lost log data. InTrust also encrypts and 

compresses event logs before transmission.

Keep More Data Online: InTrust, delivers the most rapid and cost-effective access to event log 

information. Because InTrust is a repository-based solution, it optimizes long-term archiving of 

the high volumes of data required for effective auditing and policy compliance. When compared 

to native log file and other event log solutions that only store data in a database, the InTrust 

repository provides the highest level of data compression available.

Report Intelligently: With InTrust, you can easily create and distribute the information needed 

for your organization’s internal and external auditing efforts. InTrust offers both predefined and 

custom reports that you can save in a variety of formats. This ensures that you can deliver precisely 

the information requestors need, how they need it.

Improve System Security and Performance: InTrust alerts you in real-time to unusual user, 

administrator and system activity, such as attempts to access files during non-business hours or 

multiple failed log-on attempts followed by a successful log-on. InTrust also offers alerts which can 

be sent directly to you by e-mail or to third-party monitoring applications.

“InTrust was attractive to us because it provides 
a single user interface to both policy compliance 
monitoring and real-time, business-critical security 
event alerting.”

— Colin Harrison
	 Principal Project Manager
	 IT Systems Architecture
	 Experian, UK, Ltd

•	 Reduces costs by automating the 

collection and compression of 

event data across heterogeneous 

environments

•	 Addresses regulatory and policy 

compliance by compressing and 

storing critical event data for audits

•	 Ensures tamper free audit logs via 

agent-side caching, securing the 

audit log data from modification or 

loss

•	 Improves internal security by 

identifying user accounts that are 

being used in violation of corporate 

policy, proactively alerting in real 

time

•	 Provides real-time, detailed tracking 

and proactive alerting on activity 

within an Exchange mailbox

•	 Receive real-time notification and 

respond to the most critical events 

and changes to AD and GPOs, taking 

immediate, automatic action in 

response to certain events, such 

as disabling the offending user or 

reversing the change
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If you are located outside North America, you can find local office information on our Web site.

InTrust Features:
Key to Compliance: InTrust addresses regulatory compliance by monitoring access to critical 
systems and detecting inappropriate or suspicious access-related events. It allows you to collect 
data on all access-related events across heterogeneous systems, then analyze it, report on it and 
generate real-time alerts.

Complete Automation: With SecureCollect technology, InTrust automates the secure collection of 
event logs. 

User Activity Tracking: Through its UserTrack technology, InTrust collects and correlates 
information on user and administrator activity and other business-critical security and 
automatically alerts you to any unusual activity.

Log Integrity: InTrust enables you to create a cached location on each remote server where logs 
can be duplicated as they are created. This prevents a rogue user or administrator from tampering 
with the audit log evidence.

Redundancy: InTrust provides automated server redundancy in the case of failure, enabling you 
to quickly move all configurations and jobs from a crashed server to a backup server to handle all 
activity. 

Data Compression and Repository Storage: InTrust offers StoreMore, a unique, two-tiered storage 
architecture. StoreMore’s repository provides unparalleled long-term compression.

Interactive Repository Search: InTrust repository searches can provide instant feedback due to the 
repository indexing feature. Indexing can be enabled and disabled for any repository at any time. 

Real-Time Alerting: With InTrust’s NotifyNow technology, you receive real-time notifications. 
InTrust can send notifications directly to you via e-mail or to other applications such as Microsoft 
Systems Center Operations Manager 2005.

Integration with System Center Operations Manger: Integration with Microsoft System Center 
Operations Manger and Audit Collection Services (ACS) provides long-term archival for ACS data, 
consolidation of multiple ACS agents and databases, preparation of ACS-collected data for report 
generation and integrated reporting of InTrust events through the Operations Manager Console, 
streamlining your audit workflow and enabling you to get more from your investment with 
Microsoft. 

Flexible Reports: InTrust’s FlexReport technology gives you unprecedented access to predefined 
and customizable reports: HTML, XML, PDF, CSV and TXT, as well as Microsoft Word, Visio and Excel.

Quick Installation and Deployment: InTrust features a QuickStart wizard that reduces the time it 
takes to get results and streamlines the user experience.  InTrust’s configuration wizard guides you 
through a complete deployment for your event log management solution.

About Quest Software, Inc.
Now more than ever, organizations need to work smart and improve efficiency. Quest Software 
creates and supports smart systems management products—helping our customers solve 
everyday IT challenges faster and easier. Visit www.quest.com for more information.

•	 Microsoft Windows XP

•	 Microsoft Windows Vista

•	 Microsoft Windows 7 

•	 Microsoft Windows NT 4.0 Service 
Pack 6 or higher

•	 Microsoft Windows 2000

•	 Microsoft Windows Server 2003 

•	 Microsoft Windows Server 2003 R2 

•	 Microsoft Windows Server 2008 

•	 Microsoft Windows Server 2008 R2 

•	 Microsoft SQL Server 2008 

•	 Sun Solaris 8.0 (standard installation) 
with patches 

•	 Sun Solaris 9.0 or 10.0 (standard 
installation)

•	 HP-UX 11.11 with patches

•	 HP-UX 11.23

•	 IBM AIX 5L version 5.3

•	 IBM AIX V6 version 6.1 

•	 Red Hat Enterprise Linux AS 3.x  
or 4.x

•	 Red Hat Enterprise Linux ES 3.x  
or 4.x

•	 SUSE Linux Enterprise Server 9
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